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RedesRedes A u t oA u t o -- p r o t eg i da sp r o t eg i da s

F e r na nd o  R o d r i g u e z  M a r t i ne z
fernarod@cisco.com
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Agenda

• ¿P o r  q u é s e  ne c e s i t a  u na  r e d  a u t o  p r o t e g i d a ?
• E v o l u c i ón d e  l a s  r e d e s  a u t o  p r o t e g i d a s .
• S e i s  p r o p i e d a d e s  d e  l a s  r e d e s  a u t o  p r o t e g i d a s
• C o nc l u s i ón
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Seguridad:  T endenc ia núm ero 1  en l as em p res as
10 principales tendencias durante 2004

I nc rem ent ar gananc iasI nc rem ent ar gananc ias
* U so de  l a  i nf o rm a c i ón e n p ro du c t o s-se rv i c i o s* U so de  l a  i nf o rm a c i ón e n p ro du c t o s-se rv i c i o s

* R e c u p e ra c i ón e c o nóm i c a* R e c u p e ra c i ón e c o nóm i c a
V i st a  úni c a p o r c l i e nt e sV i st a  úni c a p o r c l i e nt e s

I nno v a c i ón ráp i daI nno v a c i ón ráp i da
M a y o r t ra nsp a re nc i a e n re p o rt e sM a y o r t ra nsp a re nc i a e n re p o rt e s

M a ne j o de  ri e sg o e m p re sa ri a lM a ne j o de  ri e sg o e m p re sa ri a l

Seguridad /  I nt errup c ión del  nego c ioSeguridad /  I nt errup c ión del  nego c io
C o st o s o p e ra c i o na l e sC o st o s o p e ra c i o na l e s

P ro t e c c i ón de  l a  i nf o rm a c i ón - P ri v a c i da dP ro t e c c i ón de  l a  i nf o rm a c i ón - P ri v a c i da d
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Source: Gartner Top Ten Business Trends, 2004
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Data CenterData Center
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H o st  B

M od el o O S I :   C on f i a n z a i mp l íc i ta

H o st  A

Enlaces Físi co sEnlaces Físi co s

D i r ecci o nes M A CD i r ecci o nes M A C

D i r ecci o nes I PD i r ecci o nes I P

P r o t o co lo s/ P u er t o sP r o t o co lo s/ P u er t o s

O S I  f u e c o ns t r u i d o p a r a p e r m i t i r q u e d i f e r e nt e s ni v e l e s t r a b a j e n s i n c o no c e r s e e nt r e s i
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E l  E f ec to d omi n ó
• L a  se g u ri da d sól o e s t a n f u e rt e c o m o e l  m a s déb i l de  su s e nl a c e s
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A men a z a s p a r a l a  seg u r i d a d emp r esa r i a l
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G o v ern m en t R eg u l a ti o n s

C y b erterro ri s m
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A p p l i c a ti o n  V u l n era b i l i ti es
S a b o ta g e b y  E m p l o y ee o r P a rtn er

H a c k ers
S p y w a re

I n tern et W o r m s
E m p l o y ee E rro r ( U n i n ten ti o n a l )
T r o j a n s ,  V i r u s ,  M a l i c i o u s  C o d e

S o u r ce:  I D C ’s Enterprise Security Survey ,  2 0 0 4
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S eg u r i d a d :  M a n ej o d e r i esg os
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Algunas c ausas d e  lo s p r o b le m as d e  se gur i d ad
ac t uale s
• E du c ac ión. F alt a de  p olít ic as  c orp orat iv as  de  s e g u ridad.
• Pe ne t rac ión de  de fe ns as p or p art e de  M alw are

Los virus son la c ausa # 1  d e  p érd id as f inanc ie ras.  (2004 CSI/FBI)
• S olu c ione s re ac t iv as c ont ra at aq u e s de  día c e ro.
• T e c nolog ías p u nt u ale s s on e v adidas fác ilm e nt e .
• E s  dific il lle v ar las p olít ic as de  s e g u ridad (s i las h ay )  a la p rác t ic a. 
C om o ide nt ific ar e s t ac ione s o s e rv idore s q u e no c u m p lan c on lo 
dic h o p or la p olít ic a.
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V el oc i d a d d e l os a ta q u es
¿H a y  t i e m p o d e  r e a c c i o n a r ?

1 9 8 0s-1 9 9 0s
S e m anas o  m e se s

2 000-2 002
H o r as 2 003 -Pr e se nt e -F u t u r o

S e g u nd o s
S Q L  S l am m e r

C ad a 8 .5  se g se  d u p l i c a
D e sp u és d e  3  m i n :  5 5 M  sc ans/ se c

1 G b p s  se  sat u r a d e sp u e s d e  u n m i nu t o
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E str a teg i a d e r ed es a u to p r oteg i d a s
Identificar,  p rev enir y  adp tars e a l as am enaz as

F a s e 1  “S e g u r i d a d I nt e g r a d a ”F a s e 1  “S e g u r i d a d I nt e g r a d a ”
• Hacer d e cad a el em ent o d e red  u n p u nt o d e d ef ens a.

•R o u t ers ,  S w i t ch es ,  A p p l i ances . E nd p o i nt s
• C o nect i v i d ad s eg u ra a ni v el W A N ,  L A N . I E E E  8 0 2 .1 x
• P ro t ecci ón d e l a i nf raes t ru ct ra.

• Hacer d e cad a el em ent o d e red  u n p u nt o d e d ef ens a.
•R o u t ers ,  S w i t ch es ,  A p p l i ances . E nd p o i nt s

• C o nect i v i d ad s eg u ra a ni v el W A N ,  L A N . I E E E  8 0 2 .1 x
• P ro t ecci ón d e l a i nf raes t ru ct ra.

F a s e 3  “D e f e ns a a d a p t a b l e  a  l a s a m e nz a s ”F a s e 3  “D e f e ns a a d a p t a b l e  a  l a s a m e nz a s ”
• R eco no ci m i ent o e i ns p ecci ón s eg u ra d e ap l i caci o nes .
• A nt i -X
• R es p u es t a p ro act i v a co nt ra am enaz as .

• R eco no ci m i ent o e i ns p ecci ón s eg u ra d e ap l i caci o nes .
• A nt i -X
• R es p u es t a p ro act i v a co nt ra am enaz as .

F a s e 2  “C o l a b o r a c i ón e nt r e s i s t e m a s d e  s e g u r i d a d ”F a s e 2  “C o l a b o r a c i ón e nt r e s i s t e m a s d e  s e g u r i d a d ”
• S eg u ri d ad d e s i s t em a:   Endpoints +  R ed  +  P o l ít i cas
• V eri f i caci ón d e ap l i caci o nes ,  ant i v i ru s ,  red .
• A u t ent i caci ón y  au t o ri z aci ón d e u s u ari o s .

• S eg u ri d ad d e s i s t em a:   Endpoints +  R ed  +  P o l ít i cas
• V eri f i caci ón d e ap l i caci o nes ,  ant i v i ru s ,  red .
• A u t ent i caci ón y  au t o ri z aci ón d e u s u ari o s .

• M u l t i p l es  caj as d e 
s eg u ri d ad ( a ppl ia nc e s)

• A d m i ni s t raci ón
s ep arad a

• M u l t i p l es  caj as d e 
s eg u ri d ad ( a ppl ia nc e s)

• A d m i ni s t raci ón
s ep arad a

S e g u r i d a d
p u nt u a l

S e g u r i d a d
p u nt u a l
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P r op i ed a d es d e u n a r ed  a u to-p r oteg i d a

1. D i s p o ni b i l i dad de  r e d :  Pe rm ane z c a ac t iv a,  au n baj o u n at aq u e .
2 . C o nt r o l  de  ac c e s o :  A u t e nt ic ar,  au t oriz ar u s u arios y  p os t u ras
3 . Énf as i s e n m o v i l i dad :  A c c e s o s e g u ro de s de c u alq u ie r s it io.
4 . I ns p e c c i ón de  ap l i c ac i o ne s :  E x t e nde r la v is ibilidad de  las

ap lic ac ione s a la re d.
5 . C o nt e nc i ón de  at aq u e s :  I de nt ific ar y  c ont e ne r ráp idam e nt e

at aq u e s .
6 . P r o t e c c i ón e n e l  día c e r o :  A s e g u rar q u e las e s t ac ione s finale s  de  

u s u ario s e an inm u ne s a nu e v as am e naz as .
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1 .  D i sp on i b i l i d a d d e r ed
• P ro b l em a tradicio nal : A taq u es co ns u m en el  anch o
de b anda de red,  al  ig u al q u e l o s recu rs o s de l as
es tacio nes de u s u ario y / o eq u ip o s de red. H o y ,  
T O D O  p u ede s er u n o b j etiv o .

Internet

Public servers E m a ilF ilt erN I PS

U se r  
H o st s

W L A N  A PsN I PS

I n t ern a l 
S ervers
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A taq u es dirig ido s a eq u ip o s final es  A F E C T A N  l a 
infraes tru cu ra

A c c e s o
D i s t r i b u c i ón

F u e nt e

SiSi

SiSi

SiSi

O b j e t i v o

E nl ac e s sat u r ad o s
•Pér d i d a d e  p aq u e t e s

• I m p ac t o e n ap l i c ac i o ne s
c r ít i c as.

A l t o  c o nsu m o
d e  r e c u r so s

• A l t o  c o nsu m o d e  C PU
• I ne st ab i l i d adA l t o  c o nsu m o

d e  r e c u r so s
• A l t o  c o nsu m o d e  C PU

1 .  D i sp on i b i l i d a d d e r ed    ( c on t)
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1 . D i sp on i b i l i d a d d e r ed      ( c on t)
C o nm u t ac i ón b as ada e n f l u j o s o  e n t o p o l o g ía

Worm Simulation - Traffic Receive Rate
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C E F  B a s e d F l o w  B a s e d

1 00%  d e  t r áf i c o r e c i b i d o e n 
i nf r ae st r u c u r a b asad a e n 
c o nm u t ac i ón o  e nr u t am i e nt o p o r
t o p o l o g ía. 

< 1 %  t r áf i c o r e c i b i d o d e sp ú és d e  
ad i c i o nar e l  6 t o  se r v i d o r .

•Alta CPU r e s u lta
e n  u n a r e d  
i n e s tab le !
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1 .  D i sp on i b i l i d a d d e r ed     ( c on t)
C o nt r o l  p l ane  p o l i c i ng

I nc o m i ng  Pac k e t s Pac k e t  B u f f e r
L o c al l y  S w i t c h e d
Pac k e t s

I np u t  Q u e u e  
t o  t h e  

C o nt r o l  Pl ane

M anag e m e nt
S S H , S S L

M anag e m e nt
S N M P, T e l ne t i p V 6 R o u t i ng

U p d at e sI C M P … … .

O u t p u t  Q u e u e  
f r o m  t h e  

C o nt r o l  Pl ane

S w i t c h i ng
/ F I B  L o o k u p

Pr o c e sso r  S w i t c h e d
Pac k e t s

O u t p u t
Pac k e t  B u f f e r
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2 .  C on tr ol  d e a c c eso
• Problema t rad i c i onal: I d ent i f i c ac i ón,  au t ent i c ac i ón,  
au t ori z ac i ón y  c ont rol d e u s u ari os no es
c ons i s t ent e y  la v eri f i c ac i ón d e la p os t u ra d e 
s eg u ri d ad d e los eq u i p os es c omp li c ad a.  
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Red 
c o r p o r a t i va

A u t ent i c a c i ón

√√
C r edenc i a l es vál i da sC r edenc i a l es vál i da s

C r edenc i a l es i nvál i da sC r edenc i a l es i nvál i da s

XX

C o r p
N e t w o r k

“Untrusted”
N etw o rk

Autenticación 8 0 2 . 1 x  bás ica
E A P-M D 5 ,  PE A P,  E A P-T L S ,  L E A P…

2. Control de a c c es o ( c ont)
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2. Control de a c c es o ( c ont)
Structured Wireless Aware Networks (SWAN)

RM

SiSi

SiSi

SiSi

S w i t c h -B ase d  W D S SiSi

R o g u e  
A P

RM RM

SiSi
RM-A g g
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B R ANC H C AM P U S
C o r p o r a t e  Ne t

1. U n e q u i p o q u e no  c u m p l e l a  
p o l ít i c a d e  s e g u r i d a d ,  i nt e nt a
c o ne c t a r s e a  l a  r e d

2 . C u a r e nt e na o  
r e m e d i o

3 . L a  i nf e c c i ón s e  c o nt i e ne -
p r e v i e ne .

R e m e d i a t i o n
Ag e nt e

2. Control de a c c es o ( c ont)
S e g u r i d a d b a s a d a e n p o s t u r a s y  c o nf i g u r a c i ón
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Ne t w o r k  
Ac c e ss
De v i c e  

AAA 
S e r v e r

CTA V e nd o r  
P o l i c y  
S e r v e r

Pl u g -i ns
CTA

S e c u r i t y
A p p A g e nt e R AD I U SE AP  o  U D P H CAP

H o st

- H C A P:  H o st C r e d e nt i al
A u t h o r i z at i o n Pr o t o c o l

2. Control de a c c es o ( c ont)
S e g u r i d a d b a s a d a e n p o s t u r a s y  c o nf i g u r a c i ón
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3 . E nf a s i s en m ov i li da d

• Problema t rad i c i onal: E l ac c es o es ,  o d emad i ad o
abi ert o o d emas i ad o res t ri ng i d o.  

Internet

Public servers E m a ilF ilt erN I PS

U se r  
H o st s

W L A N  A Ps

C isco
A C S

N I PS

I n t ern a l 
S ervers
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A u t e nt i c ac i ón y  
au t o r i z ac i ón

√√
Cr e d e nc i al e s vál i d as

V L A N
E st u d i ant e s

U su ar i o X

√√
S i n c r e d e nc i al e s

Guest
N etw o r k

G u e st  U se r

Internet

XX V L A N
A d m i ni st r at i v a

Autorización b as ad a e n 8 0 2 . 1 x

3. E nf as i s e n m o v i l i dad ( c o nt )
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Internet

V P N  A

V P N  B

Ac c e ss

Di st r i b u t i o n

C o r e

La
ye
r 3

L2
L2

Di st r i b u t i o n

Ac c e ss

8 0 2 . 1 x  as i g na u s u ar i o s a
V L AN s L 2

8 0 2 . 1 x  as i g na u s u ar i o s a
V L AN s L 2

L 3  Cam p u s  V P N s
( M P L S / V R F -L i t e )
L 3  Cam p u s  V P N s
( M P L S / V R F -L i t e )

V L AN s L 2  m ap e ad as
e n V R F s L 3

V L AN s L 2  m ap e ad as
e n V R F s L 3

3. E nf as i s e n m o v i l i dad ( c o nt )
MPLS / Virtual routing and forwarding
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P r o t e c c i ón d e  l a  c o ne x i ón:
• Caj as d e  ar e na y  e nc r i p c i ón p r o t e g e n

t o d o e l  t i e m p o l a s e s i ón

L i m p i e z a d e sp u és d e  l a  c o ne x i ón:
• S o b r e -e s c r i t u r a d e  l a m e m o r i a u s ad a

( no  s o l o  b o r r ar ) u s and o al g o r i t m o d e l  
D o D

• S o b r e -e s c r i t u r a d e  c ac h e ,  h i s t o r i a y  
c o o k i e s

• S o b r e -e s c r i t u r a d e  ar c h i vo s b aj ad o s y  
d e  at t ac h m e nt s  d e  e m ai l s .  

• S o b r e -e s c r i t u r a d e  Auto-c om p l e te
p as s w o r d s .

Anál i si s c o m p l e t o a nt e s d e  l a  
c o ne x i ón:

• Anál i s i s d e  l a u b i c ac i ón – ¿E q u i p o d e  l a 
e m p r e s a,  o  no ?

• Anál i s i s d e  l a p o s t u r a d e  s e g u r i d ad –
AV  ac t u al i z ad o ? F i r e w al l  p e r s o nal  
ac t i vad o ? al g ún i nd i c i o d e  m al w ar e ?

Secure DesktopW i n d ow s 2 0 0 0  or X P

O ri g i n a l  U ser Desktop T em pora ry  C SD Desktop

3. E nf as i s e n m o v i l i dad:  S S L  V P N
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4 . I ns p e c c i ón de  ap l i c ac i o ne s
• Problema t radi c i onal: E s  di f i c i l c onoc er y  c ont rolar
los f lu j os de dat os y  las s es i ones de las
ap li c ac i ones dent ro de u na red (no s olo el 
p erímet ro) .

W e b  B r o w s i ng
P e r m i t i d o

Po
rt 
80

XX
XXP e e r -t o -P e e r

I ns t ant  M s g
H TTP  D e l e t e
J P E G / E X E

EMAIL?

Corporate
O f f i c eS erv er F armh t t p ?

MIME?

P a y l o a d P o r t  2 5
P a y l o a d P o r t  8 0
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Marcus J. R an um

Marcus Ranum es reconocido
como el inventor del firewall 
proxy al igual que por
implementar el primer firewall 
comercial.

4 . I ns p e c c i ón de  ap l i c ac i o ne s
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IPSIPSF i rew all/
V PN

F i rew all/
V PN A n t i -XA n t i -X

• Ac c e so
• P r o b l e m a s c o n l a  
se si ón

• S p o o f i ng
• P a q u e t e s 
m a l f o r m a d o s

• U so  i nd e b i d o  d e  
a p l i c a c i o ne s

• Do S /  H a c k i ng
• At a q u e s c o no c i d o s

• T r áf i c o  i nf e c t a d o

A t aq u e embebi do
en la ap li c ac i ón
A t aq u e embebi do
en la ap li c ac i ón

4 . I ns p e c c i ón de  ap l i c ac i o ne s ( c o nt )
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IPSIPSF i r e w a l lF i r e w a l l A n t i -XA n t i -XProtección p ara cada f l u j o y  p aq u ete

• Ac c e so
• P r o b l e m a s c o n l a  
se si ón

• S p o o f i ng
• P a q u e t e s 
m a l f o r m a d o s

• U so  i nd e b i d o  d e  
a p l i c a c i o ne s

• Do S /  H a c k i ng
• At a q u e s c o no c i d o s

• T r áf i c o  i nf e c t a d o

A t aq u e embebi do
en la ap li c ac i ón
A t aq u e embebi do
en la ap li c ac i ón

4 . I ns p e c c i ón de  ap l i c ac i o ne s ( c o nt )
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�
�

�
�

�
� �

�

� �

�

�

� �

� �

�
F irew al l  L og s

N I D S  L og s

� L og / A l ert
4 . I ns p e c c i ón de  ap l i c ac i o ne s ( c o nt )
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5 . C o nt e nc i ón de  at aq u e s
• Problema t radi c i onal: N o h ay  ráp ida v is ib il idad de ataq u es
y  ais l ar s is tem as o m itig ar ef ectos es dif icil ,  cons u m e m u ch o 
tiem p o y  es u n p roces o m anu al .  
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5 . C o nt e nc i ón de  at aq u e s   ( c o nt )

• Visualización
d e l v e ct o r  d e  
at aq ue ! !

• E s ne ce sar io  
inf o r mación 
t o p o lóg ica.

• E q uip o s q ue  
h ace n N A T  
d e b e n se r  
t e nid o s e n 
cue nt a.

• S N M P ,  S S H  a 
lo s e q uip o s d e  
r e d  p ar a t e ne r  
inf o r mación.
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• G r acias a la inf o r mación t o p o lóg ica y  d e  cad a
e q uip o d e  r e d ,  e s p o sib le ub icar incluso e l p ue r t o
al q ue e st á co ne ct ad o la máq uina q ue e st á
e nv iand o e l at aq ue . A ut o mát icame nt e e l sist e ma
p o d r ía mit ig ar . H ay  q ue mane j ar lo co n cuid ad o .

F irew al l

R ou ter

S w itch

]

5 . C o nt e nc i ón de  at aq u e s   ( c o nt )
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E s  p os ib l e identif icar anom al ías de tip o de tráf ico q u e s e s al g a del  
p rom edio de día-h ora.  Pos ib l es f al s os p os itiv os p ero m u y útil .   

http po p3 5 1 0 0 0 S S H s m tp https T o ta l

5. C o nt e nc i ón d e  a t a q u e s   ( c o nt )
Flujo de aplicaciones (N et f low )
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! --- block ICMP. Blaster example

access-list 115 deny icmp any any echo 

access-list 115 deny icmp any any echo-reply 

! --- block vulnerable protocols 

access-list 115 deny tcp any any eq 135 

access-list 115 deny udp any any eq 135 

access-list 115 deny udp any any eq 69 

access-list 115 deny udp any any eq 137 

access-list 115 deny udp any any eq 138
access-list 115 deny tcp any any eq 139 

access-list 115 deny udp any any eq 139 
access-list 115 deny tcp any any eq 445 
access-list 115 deny tcp any any eq 593

Allow all other traffic -- insert 

! --- other existing access-list entries here 

access-list 115 permit ip any any

!

interface <interface> 

ip access-group 115 in 

ip access-group 115 out 

5 . C o nt e nc i ón de  at aq u e s   ( c o nt )
A l  s al ir u na nu ev a am enaz a,  l os s is tem as de A V  p u eden tardar en 

p rom edio dos  h oras en tener u na v acu na.  S in em b arg o,  en u n tiem p o
p rom edio de 1 5  m inu tos p u eden crear u na p ol ítica q u e ay u de a 

m itig ar el  ries g o de s u p rop ag ación.    L a red j u eg a u n p ap el cl av e.
E l  p roces o p odría s er au tom ático.
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6 . P r o t e c c i ón e n e l  día c e r o

• Problema t radi c i onal:
S i s t emas v u lnerables
a at aq u es de día c ero. 
(des c onoc i dos ) . U n 
s i s t ema reac t i v o q u e
nec es i t e ac t u ali z ac i ón
de f i rmas no alc anz a a 
p rot eg er.
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• Probar
• Pe n e t rar
• Pe rs i s t i r
• Prop ag ar
• Paral i z ar

6 . P r o t e c c i ón e n e l  día c e r o   ( c o nt )

• F as e s d e  u n  at aq u e ( 5  Ps )
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Aplicación

Permitir
B l o q u ea r

File system             Network            Configuration        E x ec ution sp ac e               
interc ep tor           interc ep tor           interc ep tor         interc ep tor

K ernel

R eg l a s

E s ta d o Po l ític a s

C o rrel a c ión

6 . P r o t e c c i ón e n e l  día c e r o   ( c o nt )



© 2 0 0 3  C i sc o  S y st e m s,  I nc .  Al l  r i g h t s r e se r v e d .  P r i nt e d  i n U S A.
P r e se nt a t i o n_ I D. sc r

3 93 93 9© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .

BGP announcement

Target

1. D e t e c c i ón

2 . A c t i v a c i ón

3 . R e d i r e c c i ón d e l  t r áf i c o

Protected Z on e 1  :  W eb
Protected Z on e 2 :  N a m e S erv ers

Protected Z on e 3 :  
E-com m erce a p p l i ca ti on

4. I d e n t i f i c a y  f i l t r a
s e s i o n e s “m al as ”

Traffic destined 
to  th e targ et

L eg itim ate traffic 
to  targ et

5 . R e e n v ía e l  t r áf i c o l e g ít i m o

6. P r o t e c c i ón e n e l  día c e r o   ( c o nt )
D D o S
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CONCLUSIONES
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Seguridad
int egrada
Seguridad
int egrada

D ef ens a
adap t ab l e a 
l as am enaz as

D ef ens a
adap t ab l e a 
l as am enaz as

C o l ab o rac ión
ent re s is t em as
C o l ab o rac ión
ent re s is t em as

R e d e s a u t o -p r o t e g i d a s :  A r q u i t e c t u r a i n t e g r a l

Encrypted LAN / WAN
C o m m u ni ca ti o ns

Encrypted LAN / WAN
C o m m u ni ca ti o ns

S S L 
V P N
S S L 
V P N

F i rew a l l s  a nd
I ntru s i o n 
D etecti o n

F i rew a l l s  a nd
I ntru s i o n 
D etecti o n

S ecu ri ty
Ag ent

S ecu ri ty
Ag ent

Netw o rk  Adm i s s i o n 
C o ntro l
Netw o rk  Adm i s s i o n 
C o ntro l

Q u a ra nti ne V LAN
( R em edi a ti o n)

Q u a ra nti ne V LAN
( R em edi a ti o n)

Netw o rk  I nf ecti o n 
C o nta i nm ent

Netw o rk  I nf ecti o n 
C o nta i nm ent

D D o S
M i ti g a ti o n
D D o S

M i ti g a ti o n

I P S ec
V P N
I P S ec

V P N

I denti ty-B a s ed
Netw o rk i ng

I denti ty-B a s ed
Netw o rk i ngAV  

Ag ent
AV  

Ag ent

T ru s t Ag entT ru s t Ag ent
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R e d e s a u t o  p r o t e g i d a s r e d u c e n e l   Riesgo

Riesgo-m et r o
S e v e r o

M o d e r ad o

B aj o

R i e s g o
M i n i m i z ad o !

IPS
, D

ay
 

Ze
ro
,  

An
ti X

V3P
N

APP 
FIREW

ALL���

��� ���

	 
 
 � � 

O p e n

N e t w o r k

A l t o
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• La i n f r ae s t r u c t u r a d e  T I  y  l as
r e d e s n e c e s i t an o p e r ar c o m o
u n  s e r  v i v i e n t e

• La p r e s e n c i a d e  v i r u s  e s u n  
h e c h o d e  v i d a,  y  c o n t i n u ar a
p r e s e n t an d o d e s af i o s

• E l  c u e r p o h u m an o s i g u e
f u n c i o n an d o au n c u an d o
ac ar r e am o s v i r u s  o  t e n e m o s
al g u n a e n f e r m e d ad

Analogía:
S i s t e m a i nm u nológi c o d e l c u e r p o h u m ano
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Valor de un S i s t em a I nt eg rado de S eg uri dad
Hoy en día,  s eg u r i dad no es op c i onal … Es u n a n e c e si d a d

S e g u r i d ad c o m o o p c i o n alS e g u r i d ad c o m o o p c i o n al
S e g u r i d a d e s u n a g r e g a d o
C o s t o s no  e f i c i e nt e s
N o  e nf o c a e n p r i o r i d a d p r i nc i p a l

S e g u r i d a d e s u n a g r e g a d o
C o s t o s no  e f i c i e nt e s
N o  e nf o c a e n p r i o r i d a d p r i nc i p a l

S e g u r i d ad i n t e g r ad a d e  u n  s i s t e m aS e g u r i d ad i n t e g r ad a d e  u n  s i s t e m a
S e g u r i d a d i nc o r p o r a d a
C o l a b o r a c i ón I nt e l i g e nt e
S e g u r i d a d a p r o p i a d a
E nf o q u e d i r e c t o e n p r i o r i d a d p r i nc i p a l

S e g u r i d a d i nc o r p o r a d a
C o l a b o r a c i ón I nt e l i g e nt e
S e g u r i d a d a p r o p i a d a
E nf o q u e d i r e c t o e n p r i o r i d a d p r i nc i p a l
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G R A C I A S ! !G R A C I A S ! !


